\ 



Oppenheimer Wolff & Donnelly LLP 

Telephone:650-320-4000 

Title: Method and Protocol For Assuring 

Synchronous Access To Critical Facilities... 

NEW PATENT APPLICATION 

Atty Dkt. No.: 20206-129 (P01-3725) 

Sheet: 1 of 8 




Oppenheimer Wolff & Donnelly LLP 

Telephone:650-32(M000 

Title: Method and Protocol For Assuring 

Synchronous Access To Critical Facilities.. 

NEW PATENT APPLICATION 

Atty Dkt. No.: 20206-129 (P0 1-3725) 

Sheet: 2 of 8 




c4 

♦ 



m 
u_ 
u. 
O 



8 



UJ 

o 




Oppenheimer Wolff & Donnelly LLP 

Telephone:650-320-4000 

Title: Method and Protocol For Assuring 

Synchronous Access To Critical Facilities... 

NEW PATENT APPLICATION 

Atty Dkt. No.: 20206-129 (P01-3725) 

Sheet: 3 of 8 _ _ 




Disable Interrupts 



30 




YES 



Owner[offset] 

SET TO 
Cmd set Value 



User Data 1 [offset] 

SET TO 
Cmd User Data 1 



User Data 2[offeet] 

SET TO 
Cmd User Data 2 
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Response 
Current Lock Data 

SET TO 
Lock ReldsfoffseT] 




Enable Interrupts 



DONE 

Switch Set Lock 
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and set 



pass to 
transport 
layer 
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response 
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send reply 



DONE 
Process Request 
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Switch object 



Eyecatcher = SWCH 



6o 




primary 
SwttchTransport 
object 



Eyecatcher = PSTP 

forward pointer 0xDnOMMn 
(to secondary SwTtrt Oxaoooooo ° 



■u accutiuiary Off i 

backward pointer 
(to primary SwTp) 0>!QO0QOQQ0 



cmd 
array 



IBC command { 0 ] 
TAKE OWNERSHIP 



IBC command [ 1 ] 



IBC command [ MAX - 1 ] 



Byta array for response 
_ data 
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create new 
SwitchTraneport 
(secondary) 



chain new SwTp to 
primary SwTp and 
Switch 



build 
Switch Set Lock 
command 




Eyecatcher = PSTP 




forward pointer 
(to secondary SwTp) 
backward pointer 
(0x00000000) 



pointer to Switch object 



pointer to Switch object 



IBC command [0] 
IAKEDWNERSHIP , 



IBC command [ 1 ] 



cmd 
array 



IBC command [ 0 ] 
SWITCH SET IQCK 



command buffer [ 1 ] 



IBC command [ MAX • 1 J 



Byte array for response data 



command buffer { MAX -1 ] 



Byte array for response data 



Client 1 



send lock request (n .0) 



check result 
set retain timer 
begin critical work 



retain timer expiration 
send lock request (r1.1) 



set retain timer 
continue critical work 



end critical work 
cancel retain timer 
send release request(r1 .2) 



SWITCH 



lock free (0x00000000) 

begin processing {r1 .0) 
comapre OK (rt.O) 
store data (rt.O) 
lock owned by client 1 

reply to client 1 
begin processing <r2.0) 
compare fall 
reply to client 2 



begin processing (r1.1) 
compare OK (ri.1) 
store data(r1,1) 
viability data updated 

reply to client 1 



begin processing (r2.l) 

compare fall 
reply to client 2 



begin processing (r1.2) 
compare OK (rl.2) 
store data (r1 .2) 
lock free (0x00000000) 



Client 2 



send lock request <r2.Q) 



check result 
store returned data 
set retry timer 



retry timer expiration 
send lock request (r2.1) 



check result 
check owner viability 
store returned data 

sat retry timer 



co > 

CD 

oo 9 



to 
o 

M 
O 
O) 

Fo 

CD 

o 

CO 
-nI 
N> 

cn 



> 8 

1° 

do 
ol 



2± <o -o 

CD CD -D 

' • T3 CD 

^ O 3" 

CD 3 CD 

5 9. 3 

as? 



3 w - 
o-fo 9_ 

o o O 
o o o 

O 3 
— 3 
-Tl CD 

W TJ 



3 

CD (Q 
CO 



Oppenheimer Wolff & Donnelly LLP 

Telephone:650-320-4000 

Title: Method and Protocol For Assuring 

Synchronous Access To Critical Facilities.. 

NEW PATENT APPLICATION 

AttyDkt. No.: 20206-129 (P01 -3725) 

Sheet: 8 of 8 



SWITCH 



lock free (OxOOOOOOOO) 



begin processing (r2.2) 
compare OK (r2.2) 

stars date (r2.2) 
lock owned by client 2 
reply to client 2 



begin processing (r2,3) 
compare OK 
store data (r2.3) 
lock free (QxQOOOGOGO) 



Client 2 



retry timer expiration 
send lock request (r2.2) 



check result 
set retain timer 
begin critical work 

end critical work 
cancel retain timer 
send release request(r2.3) 



